
Analysis Summary

Static Analysis

MALWARE
Xcitium Final Verdict

File Name:   transdbbrowseimport.exe
File Type:  PE32 executable (console) Intel 80386, for MS Windows
SHA1:   f56a30e0d870334e4bfe05c9014ff9b12d5159d6
MD5:   6b8f1dadfaa3b4e55f6e13ac44b69e5b
First Seen Date:  2023-07-02 07:57:41 UTC
Number of Clients Seen:   4
Last Analysis Date:  2023-07-02 21:20:34 UTC
Human Expert Analysis Date:  2023-07-02 12:08:11 UTC
Human Expert Analysis Result:   Malware
Verdict Source:  Xcitium Human Expert Analysis Overall Verdict

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2023-07-02 21:20:34 UTC Malware 

Static Analysis Overall Verdict 2023-07-02 21:20:34 UTC No Threat Found 

Precise Detectors Overall Verdict 2023-07-02 21:20:34 UTC No Match 

Human Expert Analysis Overall Verdict 2023-07-02 12:08:11 UTC Malware 

File Certificate Validation Not Applicable 



STATIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean 

Non-ascii or empty section names detected Clean 

Illegal size of optional Header Clean 

Packer detection on signature database Unknown 

Based on the sections entropy check! file is possibly packed Clean 

Timestamp value suspicious Clean 

Header Checksum is zero! Suspicious 

Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean 

Optional Header NumberOfRvaAndSizes field is valued illegal Clean 

Anti-vm present Suspicious 

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean 

TLS callback functions array detected Clean 

 Packer detection on signature database

 Armadillo v1.71
 Microsoft Visual C++ v5.0/v6.0 (MFC)
 Microsoft Visual C++

https://verdict.xcitium.com:443


Dynamic Analysis



DYNAMIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

SUSPICIOUS BEHAVIORS

Has no visible windows 

Behavioral Information

WriteFile
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QueryFilePath

C:\[utransdbbrowseimport.exe]

ReadFile

C:\[utransdbbrowseimport.exe]

DETECTOR NAME DATE VERDICT REASON

Static Precise PUA Detector 1 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise PUA Detector 4 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise NI Detector 3 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise PUA Detector 5 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise Trojan Detector 1 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise Trojan Detector 3 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise PUA Detector 6 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise Trojan Detector 12 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise Virus Detector 1 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise Virus Detector 2 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise Trojan Detector 13 2023-07-02 21:20:18 UTC No Match  NotDetected

Static Precise PUA Detector 2 2023-07-02 21:20:18 UTC No Match  NotDetected

No Advanced Heuristic Analysis Result Received

Analysis Start Date:  2023-07-02 09:44:17 UTC

Analysis End Date:  2023-07-02 12:08:11 UTC

File Upload Date:  2023-07-02 07:56:25 UTC

Human Expert Analyst Feedback:   Generic

Verdict:   Malware

Malware Family:   Trojware



Additional File Information

Malware Type:   Trojan Generic

 Vendor Validation  -  Vendor Validation is not Applicable  

 Certificate Validation  -  Certificate Validation is not Applicable  

 PE Headers

PROPERTY VALUE

Compilation Time
Stamp

0x4CE553F4 [Thu Nov 18 16:27:32 2010 UTC]

Debug Artifacts

Entry Point 0x41c1f2 (.text)

Exifinfo [object Object]

File Size 84294991

File Type Enum 6

Imphash b1cc42ed0fd679fe2cb573579ca5ab58

Machine Type Intel 386 or later - 32Bit

Magic Literal
Enum

1

Legal Copyright Copyright (c) 1999-2010 Igor Pavlov

Internal Name 7z.sfx

File Version 9.20

Company Name Igor Pavlov

Product Name 7-Zip

Product Version 9.20

File Description 7z Console SFX

Original Filename 7z.sfx.exe

Translation 0x0409 0x04b0

Mime Type application/x-dosexec

Number Of
Sections

5

Sha256 4e5057311bace7d0e37f9b82181c4514ec2193eab0d2a1861f9ee1a97db90f85

Ssdeep 1572864:2DUSEue/zf8OHrhEh4k1ql0RgI1iBqoetWN0dAxmHKOHu7QMATwCE:7WKzfPaeUqmgnKtu0dsOOsvUCE

Trid 64.6,Win64 Executable (generic),15.4,Win32 Dynamic Link Library (generic),10.5,Win32 Executable (generic),4.6,Generic Win/DOS
Executable,4.6,DOS Executable Generic

 File Paths

FILE PATH ON CLIENT SEEN
COUNT

C:\ProgramData\Configura\DeLaval CQT\mergedb\transdbbrowseimport.exe 1

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0x1dade 0x1dc00 6.60270425111 c1cc38a33412907a18bacfd2f627f3bb

.rdata 0x1f000 0x515c 0x5200 4.0963412732 7cacd13ebbb0d504db7c67723bb5487a

.data 0x25000 0x5738 0x1400 4.79055635891 b6e1e1c4d0895fa5fbeac149b48853c2

.sxdata 0x2b000 0x4 0x200 0.0203931352361 35925cfdc1176bd9ffc634a58b40ec17

.rsrc 0x2c000 0x818 0xa00 2.24764546062 ad0963139e98156cbe5ad199a08709e3
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