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Summary

File Name: 198808e07a5ff1f81792f5d8ad348117d57331ee

File Type: PE32+ executable (GUI) x86-64 (stripped to external PDB), for MS Windows

SHA1: 198808e07a5ff1f81792f5d8ad348117d57331ee
MD5: 8e8b92bdefe259ace73cf93e3313330b

DETECTION SECTION

CLASSIFICATION
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K

MALWARE

Valkyrie Final Verdict

Severity: High

Verdict: Malware

HIGH LEVEL BEHAVIOR DISTRIBUTION

Backdoor(15.24%)

Ransomware(0.00%)

25%
Worm(5.81%)
20%.
5%,
Trojan o
Password

Stealer(5.24%)

Rootkit(0.00%)

Spyware(0.00%)

Remote
Access

Bot(8.95%)

Exploit(0.00%)

Pua(9.71%)

Trojan
Generic(25.14%)

Trojan
Downloader(14.86%)

Trojan
Dropper(7.14%)

Trojan(0.00%Yirus(6.38%) Rogue(1.52%)

B Process (5)

M Misc (1)

B System (306)
M Threading (3)
W Registry (2)

M File System (1)
¥ Device (1)

ACTIVITY OVERVIEW

Malware Analysis System Evasion I 2 (66.67%)
Hooking and other Techniques for Hiding Protection E e 1 (33.33%)
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Activity Details

MALWARE ANALYSIS SYSTEM EVASION

Page 2

i
o

Possible date expiration check, exits too soon after checking local time

Network activity detected but not expressed in API logs

HOOKING AND OTHER TECHNIQUES FOR HIDING PROTECTION

Show sources

i
S

Creates RWX memory

Show sources
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Behavior Graph
10:32:49 10:33:23 10:33:56

PID 2460

The malicious file created a child process as 198808e07a5ff1f81792f5d8ad348117d57331ee.exe (PPID 2396)

‘ 10:33:55 Create Process
IRCEEET 2 ocatevirtuaiviem
‘ 10:33:56 NtTerminateProcess
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Behavior Summary

RESOLVED APIS

kernel32.dll.AddVectoredContinueHandler

kernel32.dll.GetQueuedCompletionStatusEx

kernel32.dll.LoadLibraryExA
kernel32.dll.LoadLibraryExW
advapi32.dil.SystemFunction036
ntdll.dIl.NtWaitForSingleObject
winmm.dll.timeBeginPeriod
winmm.dll.timeEndPeriod
ws2_32.dIl.WSAGetOverlappedResult
cryptbase.dll.SystemFunction001
cryptbase.dll.SystemFunction002
cryptbase.dll.SystemFunction003
cryptbase.dll.SystemFunction004
cryptbase.dll.SystemFunction005
cryptbase.dll.SystemFunction028
cryptbase.dll.SystemFunction029
cryptbase.dll.SystemFunction034
cryptbase.dll.SystemFunction036
cryptbase.dll.SystemFunction040
cryptbase.dll.SystemFunction041
kernel32.dll.GetStdHandle
kernel32.dll.SetHandlelnformation
kernel32.dIl.GetSystemDirectoryW
kernel32.dll.CreateFileMappingW
kernel32.dll.MapViewOfFile
kernel32.dll.IsBadReadPtr
kernel32.dll.VirtualAlloc
kernel32.dll.UnmapViewOfFile
kernel32.dll.CloseHandle
kernel32.dll.VirtualFree
kernel32.dll.CreateProcessW

kernel32.dll.VirtualAllocEx
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REGISTRY KEYS

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\GRE_Initialize

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_Initialize\DisableMetaFiles
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Network Behavior

CONTACTED IPS

Page 6

NETWORK PORT DISTRIBUTION

0.0 10.0 20.0 30.0 40.0 50.0 60.0 70.0 80.0 80.0 100.0

M 3702 (UDP) 5%
W 5355 (UDP) 25%
M 137 (UDP) 5%
M 53 (UDP) 65%

Name IP Country ASN ASN Name Trigger Process Type
8.8.4.4 United States 15169 Google LLC Malware Process
8.8.8.8 United States 15169 Google LLC Malware Process

Malware Process
www.msftncsi.com 23.200.3.18 United States 20940 Akamai Technologies, Inc. Malware Process
www.aieov.com 76.223.54.146 United States 16509 Amazon.com, Inc. Malware Process

DNS QUERIES

Request Type

www.msftncsi.com A

Sisohu.com A

www.aieov.com A
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UDP PACKETS
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Call Time During Execution(sec)

3.20490694046

3.20609712601

3.2171959877

3.2261941433

3.24472093582

4.5049431324

5.93450593948

5.96880793571

6.96949410439

7.26642298698

8.27079296112

21.6813211441

22.6867649555

36.2022790909

37.2107579708

51.511070013

52.5206129551

66.0939369202

67.1084270477

80.5577669144

Source IP

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Dest IP

224.0.0.252

224.0.0.252

239.255.255.250

224.0.0.252

192.168.56.255

224.0.0.252

224.0.0.252

8.8.4.4

8.8.8.8

8.8.4.4

8.8.8.8

8.8.8.8

8.8.4.4

8.8.8.8

8.8.4.4

8.8.8.8

8.8.4.4

8.8.8.8

8.8.4.4

8.8.8.8

Dest Port

5355

5355

3702

5355

137

5355

5355

53

53

53

53

53

53

53

53

53

53

53

53

53
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DETAILED FILE INFO

CREATED / DROPPED FILES

FILE PATH TYPE AND HASHES

MATCH YARA RULES

MATCH RULES

STATIC FILE INFO

File Name: 198808e07a5ff1f81792f5d8ad348117d57331ee

File Type: PE32+ executable (GUI) x86-64 (stripped to external PDB), for MS Windows
SHA1: 198808e07a5ff1f81792f5d8ad348117d57331ee

MDS5: 8e8bh92bdefe259ace73cf93e3313330b

First Seen Date: 2025-08-20 07:24:02.865486 ( about 3 hours ago)

Number Of Clients Seen: 1

Last Analysis Date: 2025-08-20 07:24:02.865486 ( about 3 hours ago)

Human Expert Analysis Date: 2025-08-20 10:23:07.559651 ( 20 minutes ago)

Human Expert Analysis Result: Malware
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DETAILED FILE INFO

ADDITIONAL FILE INFORMATION

& PE Headers

PROPERTY VALUE

Magic Literal 4

Enum

File Type Enum 7

Debug Artifacts  []

Number Of 5

Sections

Trid [[87.2, u'Win64 Executable (generic)'], [6.3, u'Generic Win/DOS Executable'], [6.3, u'DOS Executable Generic'], [0.0, u'VXD
Driver']]

Compilation 0x0 [Thu Jan 1 00:00:00 1970 UTC] [SUSPICIOUS]

Time Stamp

LegalCopyright

Copyright (c) 2025 UltiMaker

ProductName UltiMaker Cura 5.10.2
FileDescription  Application
FileVersion 5.10.2.0
CompanyName  UltiMaker
Translation 0x0409 0x04b0

Entry Point 0x450e10 (.text)

Machine Type

AMDG64 only, not Itaniums, with 0200 - 64 bit

File Size 1832536

Ssdeep 24576:rm0urnSzpnH2ppdVtnsf85PPszpgmkU6ggjZDkXjxOVy:60UnStnMplimkU6ggFDwv

Sha256 f910c521a834e26b995cch52d49bc73dd5b0a6450dbc8c416e41af5204d04e1b

Exifinfo [{u'EXE:FileSubtype": 0, u'File:FilePermissions": u'rw-r--r--', u'SourceFile":
u'/nfs/fvs/valkyrie_shared/core/valkyrie_files/1/9/8/8/198808e07a5ff1f81792f5d8ad348117d57331ee’,
U'EXE:ProductName': u'UltiMaker Cura 5.10.2', u'File:MIMEType': u'application/octet-stream’, u'File:FileAccessDate":
u'2025:08:20 07:22:55+00:00', u'EXE:InitializedDataSize': 1819648, u'File:FileModifyDate': u'2025:08:20 07:22:23+00:00',
U'EXE:FileVersionNumber': u'5.10.2.0', u'EXE:FileVersion': u'5.10.2.0', u'File:FileSize": u'1790 kB', u'EXE:CharacterSet":
u'Unicode’, u'EXE:MachineType'": u'AMD AMDG64', u'EXE:FileOS": u'Win32', u'EXE:ObjectFileType': u'Executable application’,
u'File:FileType": u'Win64 EXE', u'EXE:CompanyName': u'UltiMaker', u'File:FileName':
u'198808e07a5ff1f81792f5d8ad348117d57331ee’, U'EXE:ImageVersion': 1.0, u'File:FileTypeExtension': u'exe’,
U'EXE:OSVersion": 6.1, u'EXE:PEType': u'PE32+', u'EXE:TimeStamp': u'0000:00:00 00:00:00', u'EXE:FileFlagsMask': u'0x0000',
U'EXE:LegalCopyright': u'Copyright (c) 2025 UltiMaker', u'EXE:LinkerVersion': 2.36, U'EXE:FileFlags': u'(none)',
U'EXE:Subsystem': u'Windows GUI', u'File:Directory": u'/nfs/fvs/valkyrie_shared/core/valkyrie_files/1/9/8/8",
U'EXE:FileDescription": u'Application', u'EXE:EntryPoint": u'0x50e10', u'EXE:SubsystemVersion": 6.1, u'EXE:CodeSize":
533504, u'File:FilelnodeChangeDate'": u'2025:08:20 07:22:55+00:00', u'EXE:UninitializedDataSize": 0, u'EXE:LanguageCode'":
u'English (U.S.)', u'ExifTool:ExifToolVersion": 10.1, u'EXE:ProductVersionNumber": u'5.10.2.0'}]

Mime Type application/x-dosexec

Imphash 25c4fb4a248389347ae9cf0ce6995420

& PE Sections
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NAME  VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5
text 0x1000 0x83000 0x82400 5.91995706434 3468fb0a04beelae0a5d814dc4cofale
.rdata 0x84000 0x12e000 0x12d200 6.38869511425 2fd5ad3e18975edc509214570b2547be
.data 0x1b2000 0x24000 0x3000 2.51933349184 b7033ce715f4cd1240016f5b4bd0b192
.idata 0x1d6000 0x392 0x400 3.96046714582 101763fc99007de06ded6c4f36aect2f
.rsrc 0x1d7000 0x99b8 0x9a00 5.41648348863 f30e5b3dcb4481b63a520875f6b1ead5

& PE Imports

e kernel32.dll

o WriteFile
WriteConsoleW
WaitForMultipleObjects
WaitForSingleObject
VirtualQuery
VirtualFree
VirtualAlloc
SwitchToThread
SetWaitableTimer
SetUnhandledExceptionFilter
SetProcessPriorityBoost
SetEvent
SetErrorMode
SetConsoleCtrlHandler
LoadLibraryA
LoadLibraryw
GetSysteminfo
GetSystemDirectoryA
GetStdHandle
GetQueuedCompletionStatus
GetProcessAffinityMask
GetProcAddress
GetEnvironmentStringsW
GetConsoleMode
FreeEnvironmentStringsW
ExitProcess
DuplicateHandle
CreateThread
CreateEventA
CloseHandle
AddVectoredExceptionHandler

O 0O 00O 0O0O OO0 00O 00O 0 0O 0 0O 00O O0 OO0 O0OO0OO0OO0OO0OO0O O0O O0 O0

PE Resources

{u‘Iang‘: U'LANG_NEUTRAL', u'name": u'RT_ICON', u'offset": 1930024, u'sha256'":
u'bcee1b477b7d0bf7978dd51b33bc6ee9ab4113d177fdf2359701ff3e3398a024', u'type’: u'GLS_BINARY_LSB_FIRST', u'size": 296}

{u‘Iang‘: U'LANG_NEUTRAL', u'name": u'RT_ICON', u'offset": 1930320, u'sha256'":
u'8e868f6b8bea2ac1ef09abc7d811abb3509d65cdcf6593c968ebf23d00a2¢410", u'type': u'dBase IV DBT of @.DBF, block length 1024, next free
block index 40, next free block 0, next used block 0', u'size": 2216}

{u‘Iang‘: U'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset": 1932536, u'sha256'":
u'418ad9c831d76c773dd5ace964chd0b936f8deb7fa714d1b882eda679d35efe8', u'type”: u'data’, u'size': 3752}

{u‘Iang‘: U'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset": 1936288, u'sha256'":
u'b59f14f86d9840fa6d84390a6f6adb23c7a66e6807735c46a4f6af17f9a2d2db’, u'type': u'dBase IV DBT, blocks size 0, block length 16384, next free
block index 40, next free block 0, next used block 0', u'size": 19496}

{u‘Iang‘: U'LANG_NEUTRAL', u'name": u'RT_ICON', u'offset": 1955784, u'sha256'":
u'Ofadae1a98aab55b17176408794a224fb85470addf900dabfeb443af543f7834", u'type”: u'PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced', u'size": 9580}

[ {u'lang": u'LANG_ENGLISH', u'name": u'RT_DIALOG', u'offset": 1965364, u'sha256":
u'7854e8d67a11148566ad37c5d23e1534e0990fe31a160e0e7da3ca751830bb50", u'type': u'data’, u'size': 180}

[ {u'lang": u'LANG_ENGLISH', u'name": u'RT_DIALOG', u'offset’: 1965544, u'sha256":
u'c50631fc1f8425a95fd1edcc8e730d339e193a38f18d42372c32847a5ad2c016', u'type”: u'data’, u'size": 288}

{u‘Iang‘: U'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset": 1965832, u'sha256'":
u'425b8270f7cad2a927eaebbeadb8acf414a3e4b58b5ba2c56aaaedd1b2c11014', u'type”: u'data’, u'size": 514}

{u‘Iang‘: U'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset": 1966348, u'sha256'":
u'4a55bd714f5d50cd8eabba10e57f0618f1842717dcfa582d73a917b1933cd1d4', u'type”: u'data’, u'size': 248}

{u‘Iang‘: U'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset": 1966596, u'sha256':
u'aZ7e5ea849cb343e9b58de221aeb25c9dd4a3748070bfba879a30c4265fc39023", u'type': u'data’, u'size': 160}
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{u'Iang‘: U'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 1966756, u'sha256"
u'587a03198c39f990e77691056bb5705e21374281862ce06de94c68172f50f763', u'type': u'data’, u'size': 238}

{u'Iang‘: U'LANG_NEUTRAL', u'name": u'RT_GROUP_ICON', u'offset': 1966996, u'sha256":
u'2de709cec9752b6de6b0f3df0c594f280490681962be9000cf813f0d054a090a’, u'type': u'MS Windows icon resource - 5 icons, 16x16, 16 colors',
u'size': 76}

[B{u'lang": u'LANG_ENGLISH', u'name": u'RT_VERSION', u'offset': 1967072, u'sha256":
u'2f793ae17f1e9c42eed4b7a9c53e5d2ca2c8862d8bc75eeaa80e5a2f6f768e15a’, u'type': u'data’, u'size': 560}

[B{u'lang": u'LANG_ENGLISH', u'name": u'RT_MANIFEST', u'offset": 1967632, u'sha256":
u'5173bf28b577935c8ec392d8a243a6aae0d4a514d126d6b761fd504f36b38763', u'type': u'XML 1.0 document, ASCII text, with very long lines, with
CRLF line terminators', u'size': 936}

CERTIFICATE VALIDATION

- Certificate Validation is not Applicable

SCREENSHOTS

@8 C\Windows\system32\emd.exe
[28/Aug 2825 13: ZRPC2

[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28Aug/2025
[28/Aug. 2825

[28Aug/2025 H #RPC2

Computss
BN C:\Windows\system32\cmd.exe
- [20/fug/2025 13: /RPG2

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825
[28Aug/2025
[28/Aug/2025
[28Aug/2025
[28/Aug. 2825

08T
[28-/Aug. 2025 : #RPC2
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[ZB/RHQIZBZS 13:3
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computgs

13:33:371 0ST ~RPC2 HITP/1.1" 288
13:33:381

[28/Aug 2825 13:33:421
[28/Aug 2825 13:33:431
[28/Aug 2025 13:33:44]
[20/Aug 2025 13:33:451
[20/Aug-2025 13:33:461
[28-Aug 2025 13:33:471
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

3 55
2232338 28" 13 33 56 362 [root] INFO: Notified of termination of process with pid
2025-08-20 13:33:56,.661 [root] INFO: Process with pid 2460 has terminated

2025 @8-20 13:32:39.000 [root] INFO: Date set to: B@8-20-25. time set t

2325 B8-28 13:32: 35‘ 815 [root] DEBUG: Starting analyzer fl‘ﬂn- Cz \nsskuafl
[root ] : Storing results at “hFzQEoe
[root] DEBUG: Pipe server name: . \PIPE\llfNHBqH
[root] DEBUG: No analysis package specified. trying to d

2825 B8-20 13:32: 39 @15 [root1 INFO: Automatically selected analysis package “ex|
e '

625-08-20 13:32:39,203 [root] DEBUG: Started auxiliary module Browser
2025-88-20 13:32:39,203 [nodules.auxiliary.digisig] INFO: Skipping authenticode
balidation. signtool.exe was not found in bin/
132 [root] DEBUG: Started auxiliary module DigiSig
[raot] DEBUG: Started auxiliary medule Disguise
[root] DEBUG: Aixilisry module Hunan
ot1 DEBUG: auxiliary module Screenshots
[raot] DEBUG: auxiliary mndule Usage
[1lib.api.process] INFO: Success uted process £r|
‘C:illserstusery Data\Lucal\Temp\19BD08eB?aSff1f81792f5d8ad348117d57331
with arguments ith pid 2460
2325 ms 20 13:32:39,2808 [1ib.api.process] DEBUG: Using QueuelserAPC injection.
0 13:32:39,312 [lib.api.process] INEO: InJented into suspended 64-bit p
SRR pid 246@
92 .168.56.1 — — [28/Aug 2025 13:32:391 “POST /RPC2 HITE/1.1" 208 —
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Foundin bing.
UG: Started auxiliary module DigiSig
[root]1 DEBUG: Started auxiliary module Disguise
[ro0t] DEBUG: Started auxiliary meduls Human
ot] DEBUG: Started auwxiliary module Screenshots
[root] DEBUG: Started auxiliary module Usage
: [13h.api.process] TNFO: Successfully executed process £
CanllsersausersippDat a Lot al T enp i 9880807t £ 1F 51592 F 50Bad3481 17457331
with arguments ith pid 2468
2A25-M8-2@ 13:32:39,288 [1ih.api.process] DEBUG: Using QueueliserAPC injection.
[1ib.api.process] INFO: Injected into suspended 64-bit p
ocess with pid 2
2.168.56.1 - - [Zﬂ/ﬂug/ZBZS 13:32:39]1 “POST ~RPC2 HITP,1.1" 200 -
- [20/Augs2025 13:32: 131 VBOST /Rpca HITp 11w 308 -
%azsdagqgg 13Tz 49,887 [lib.api.process] INFO: Successfully resumed process wit
h pi
2625-88-26 13:32:49,887 [root] INFO: Added new process to list with pid: 2468
[root]1 INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disahling sleep skipping
Disahling sleep skippin

192.168.56.1 — - [28-/Aug 2825 13;32.51] "POST ~RPC2 HTTP-1.1" 288 —

Computss
B C\Windows\system32\emd.exe

R025-88-20 13:32:39,217 Lroot] DEBUG: Started awciliary module Human
Started auxiliary module Screenshots
Started awdiliary mudule Usage
[1lib.api.process] INFO: Successt process £
Dat?\Luﬁal\Temp\198808eﬂ?anf1f81?92f5d8ad348117d57331
ith pi
bh.api.process] DEBUG: Using QueuelserAPC injection.
process] INFO: Injected into suspended 64-bit p
ocess with pid 2468
H92 168.56.1 — — [28/Aug/2025 13:32:391 “POST /RPC2 HITE/1.1" 208 -

[1ib.api.process] INFO: Successfully resumed process wit

[root] INFO: Added new process to list with pid: 2468
[root]1 INFO: Cuckoomon successfully loaded in process wi

[root] INFO: D]..n".\hl].[l![ .,leey _Juppmg.

H92.168.56.1 [20/Aug 2025 13:32:551 “POST ~RPC2

13:32:561 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

08T
[28-Aug 2025 13:33: 19] “POST ~RPC2
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[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

Computss
B C\Windows\system32\emd.exe
uz5 00 10 11132139, 217

with arguments
2925-08-20 13:32:39,288
2925-98-20 13:32:39,312
rocess with pid 2468

282588 2@ 13:32: 49,887

[28/Aug 2825 "POST ~RPC2

T ~RPC2

ot 1 DEBUG: Started auxiliary module Disguise
ot 1 DEBUG: Started auxiliary module Human

ot] DEBUG: Started auxiliary module S\:reenshuts
ot] DEBUG: Started auxiliary mudule U*-

[lib.api.process] INFO: Successfully d process fr

Data\ana1\Temp\19ﬂﬂﬂﬂeB?anflfﬂl792f5d85d34ﬂ117d57331
ith pid 2468
process] DEBUG: Using QueueUserAPC injection.
[1ih.api.process] INFO: Injected into suspended 64-bif p)

[1ib.api.process] INFO: Successfully resumed process wit

[root] INFO: Added new process to_list with pid: 2468
[root] INFO: Cuckoomon successfully loaded in process

[root] INFO: D]..n".\hl].[l![ sleep skipping.
[root ]

7.
[ZB/RLIQ/ZEZS 13:32:581

H92.168.56.1 [28-Aug 2025 13:32:54]1 “POST ~RPCZ HTTPA1.1

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[20/Aug/2025
[28/Aug. 2825
[28/Aug 2825

08T
[20-Aug 2025 13:33: 29] “POST ~RPC2

13:33:851 ~#RPC2

Page 14
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auwxiliary module Dig
awxiliary module Disguise
[root]1 DEBUG: Started auxiliary module Human
: i14 module Screenshots
[root]1 DEBUG: Started iliary module Usage
[11b.api.process] INFOS Successfully exeouted pracess £
DatasLotallenp\198808cB7a5Ef1F 81995 5a8ad34811 7057331
ith pid 2460
[1ib.api.process] DEBUG: Using QueueUserAPC injection.
[1ib.api.process] INFO: Injected into suspended 64-bit p
rocess with pid 2468
92 .168.56.1 — — [28/Aug /20825 13:32:391 "POST /RPC2 HITP/1.1" 208 —

[lib.api.process] INFO: Successfully 1~e..umed process u

ob5 g8 20 13:32:49,887 [root] INFO: Added neu process to list with pid: 2468
DB25-88-28 13:12:49,983 [root] INFO: Cuckoomon successfully loaded in process wil
th pid 2460.

2025-88-20 13:32:49,936 [root] INFO: Disabling sleep skipping.

D025-08-20 13:32:49.937 [root] INFO: Disablin

192.168.56.1 — - [28/ug/2025 13:32

921168561

H92.168.56.1 — — [ZB/Rug/ZBZS 13:32:521 "POST /RPCZ HTTP/1.1" 208 —

Computzs
B C\Windows\system32\emd.exe
[28/Aug 2825 13:33:22]1 "POST /RPCZ HTTP-1.1" 208
13:33:231

[28/Aug 2825 13:33:291
[28/Aug 2825 13:33:3@81
[20/Aug-2825 13:33:311]
[20Aug-/2025 13:33:321
[20-Aug-2025 13:33:331
[28-Aug 2025 13:33:341
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

H92.168.56.1 [20/Aug 2025 13:33:451 “POST ~RPC2

13:33:191 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[20/Aug/2025
[28/Aug. 2825
[28/Aug 2825

08T
[20-Aug- 2025 13:33: 12] “POST ~RPC2




Computzs

VALKYRIE

coMoDo

[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

[28Aug/2025

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

[28-Aug 2025

3:22
13:33:231
24

13:33:381
13:33:311

13:33:361
13:33:371
13:33:381
13:33:391
13:33:4@]
13:33:411

13:33:511

13:33:281

13:33:371

=3

341
13:33:421

13:33:481
13:33:491

T ~RPC2

POST

“POST

08T
“POST

#RPC2

T /RPC2

#RPC2

#RPC2

#RPGC2

HITP/1.1" 288
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T ~RPC2

[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computss
B C\Windows\system32\emd.exe
202500 10 11:32:3%, 217 Lroot] DEBUGE Stavted auwxiliary moduls Usage
5 [1ib.api.process] INFO: Successfully process £
Data\Lucal\Temp\l9B808eU?aSfflf81?92f5d8ad34811?d57331
cc.oxe” with arguments ith pid 2460
2025-88-20 13:32:39.280 [1ih.api.process] DEBUG: Using QueucloerfiPC injection.
0 13:32:39.312 [1ib.api.process] INFO: Injected into suspended 64-hit p|
SR pid 246@
92 .168.56.1 — — [28/Aug /2825 13:32:391 "POST /RPC2 HITP/1.1" 208 —

[lib.api.process] INFO: Successfully resumed process v

[root] INFO: fidded new process to list with pid: 2468
[root1 INFO: Cuckoomon successfully loaded in process wi

[root] INFg. Disabling sleep skipping.

H92.168.56.1 [20/Aug 2025 13:32:571 “POST ~RPC2

2025-08-20 13:32:39,280 [lib.api.process] INFO: Successfully exccuted process fr

Aisersiusery Data\anal\Temp\l?EEENeﬂ?aﬁfflfﬂl??ZdeEadBQN117d5?331
with argument d 2
Be 50 1335°39. 588 [13h. apl prﬂce %21 pEBuG: Using QueusUserAPC injection.

2025-88-20 13:32:39,312 [lib.api.process] INFO: Injected inte suspended 64-hit p

rocess with pid 2468

192.168.56.1 — - [20/7lug2025 13:32:391 'POST /(RPCZ HITR/1.1: 200 -

a2 . 5611 — — 5 208

At apT pracess ] AN Suscessruliy resuned pigcessiith

[root] INFO: Added new process to list with pid: 2468
[root] INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping-
477 [raot] INFO: Dicabling sleep okippin
[20/Auy 2825 13:32:581 "POS

08T
[20-Aug 2025 13:32: 58] “POST ~RPC2
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[root] DEBUG: Started auxiliary module DigiSig
root] auwxiliary module Disguise
root] auwxiliary module Human
root 1 auxiliary module Screenshots
[raot 1 auxiliary module Usage
[1ib.api.process] INFO: Successfully executed process fm
DatasLocal\Temps198808c07a5FF1FB1792F5d8ad34811 7452331
cc.oxe” with arguments ith pid 2460
5025-08-20 13:32:39,280 [lib.api.process] DEBUG: Using QueueUserAPC injection.
5625-08-20 13:32:39.312 [1ib.api.process] INFO: Injected inte suspended 64-bif p
rocess with pid 2468
92 .168.56.1 — — [28/Aug /2825 13:32:391 "POST /RPC2 HITP/1.1" 208 —

288
[lib.api.process] INFO: Successfully Fosiitiod process

[root] INFO: Added new process to list with pid: 2463
[root]1 INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping-
[root] INFO: Disab slecp skipping.
:32:50] T TB/1.1" 20

192.168.56.1 — - [28-/Aug 2825 13:32:531 "POST /RPC2 HTTP-1. 1 208

Computgs

13:33:391 0ST ~RPC2 HITP/1.1" 288
13:33:481

[28/Aug 2825 13:33:441]1
[28/Aug 2825 13:33:451
[28/Aug 2025 13:33:461
[20/Aug- 2025 13:33:471
[20-Aug-2025 13:33:481
[28-Aug 2025 13:33:481
[28/Aug 2825 13:33:491
[28/Aug 2825

[28/Aug 2825

5
®
I~}
@
=
@
n
®
-
&
&b
@

56 362 [1‘ﬂnt] INFO Nﬂtlfled of termination of process with pid|

2025-08-20 13:33:56,661 [root] INFO: Process with pid 2468 ]la.. ter
192.168.56.1 — - [20-/Aug 2025 13:33:561 “POST /] 13 ' 208
192.168.56.1 — - [20-Aug~/2025 13:33:571 “POST /RPCZ HTTE-1.1" 260 -

13:32:511 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

08T
[28-Aug 2025 13:33: 11] “POST ~RPC2




VALKYRIE

coMoDo

Computzs

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825

B C\Windows\system32\emd.exe

[28/Aug. 2825

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

[28Aug/2025

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[20/Aug/2025
[28/Aug. 2825
[28/Aug 2825

[28-Aug 2025

3:13
13:33:141
15

13:33:151
13:33:161

13:33:211
13:33:221
13:33:231
13:33:241
13:33:251
13:33:271

13:33:391

13:33:20]

13:33:381

=3

3:35
13:33:361

13:33:421
13:33:431

T ~RPC2

POST

“POST

08T
“POST

#RPC2

T /RPC2

#RPC2

/RPC2

#RPGC2

HITP/1.1" 288
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T ~RPC2

[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computzs
B C\Windows\system32\emd.exe
[28/Aug 2825 13:32:591 “POST /RPCZ HTTE-1.1" 208
13:33:081

[28/Aug 2825 13:33:851
[28/Aug. 2825 13:33:861
[28/Aug 2025 13:33:871
[20/Aug-/2025 13:33:081
[20-Aug-2025 13:33:091
[28-Aug 2025 13:33:1@1
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

H92.168.56.1 [20/Aug 2025 13:33:221 “POST ~RPC2

Windows\system32\cmd.exe
2625-08-20 13:32:39,217 Lroot] DEBUG: Started auxiliary module Screenshots
uz5 08 20 13:32:39,21% [root] DEBUG: Stavted awxiliary moduls Usage

025 3:32:39,280 [1ib.api.process] INFO: Successfully process £

ﬂn pal:ll 'C \llFel"‘\u“el‘\ﬁppData\Lm:a1\Temp\15‘EEENeﬂ?aﬁffifﬂl??ZdeEadBQﬂ11'?([57331 =
60

cc.oxe” with argume with pi
655 Be-50 13°35 35,580 [1ib. api.process] DEBUG: Using QueuelserAPC injection.
2025-85-20 13:32:39 312 [1ib.api.process] INFO: Injected into suspended §4-bit p
rocess with pid 2468

H92.168.56.1 — — [28/Aug /20825 13:32:391 "POST /RPC2 HITP/1.1" 208 —

H92.168.56.1 — — [28/Aug/2825 13:32:491 "POST /RPC2 HTTP/1.1" 208 —

2025-98-20 13:32:49,887 [lih.api.process] INFO: Successfully mesumed process

[root] INFO: Added new process to_list with pid: 2468
[root] INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping.
7 [root] INFO: Disabling sleep skippin
3:32:50]1 “POET ~RPCZ HITP

[20-Aug- 2025 13: 32 56] "PUST /RPCZ
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Computzs
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coMoDo

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

[28Aug/2025

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[20/Aug/2025
[28/Aug. 2825
[28/Aug 2825

[28-Aug 2025

3:28
13:33:291
38

13:33:291 08
13:33:381
1P

13:33:351
13:33:361
13:33:371
13:33:381
13:33:391
13:33:401

13:33:581

13:33:271

13:33:361

=3

341
13:33:411

13:33:481
13:33:481

T ~RPC2

POST

“POST

08T
“POST

#RPC2

T /RPC2

#RPC2

#RPC2

#RPGC2

HITP/1.1" 288
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- - [2B8/Aug-2025 13 32 49] “POST ~RPC2 HITE/: 200 -
32:49,887 [1lib.api.process] INFO: Successfully resumed proces

[root] INFO: Added new process to list with pid: 2468
[root]1 INFO: Cuckoomon successfully loaded in process wi

Disabling sleep skipping.
sleep skippin
[ZB/Rug/ZﬂZS 3 /RPC2 HTTP-1.1
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computzs
B C\Windows\system32\emd.exe
[28/Aug 2825 13:32:55]1 “POST /RPCZ HTTP-1.1" 288
13:32:561

[28/Aug 2825 13:33:0811
[28/Aug 2825 13:33:821
[20-/Aug-2025 13:33:83]
[20/Aug-2025 13:33:041
[20/Aug-2025 13:33:05]
[28-Aug 2025 13:33:861
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

H92.168.56.1 [20/Aug 2025 13:33:181 “POST ~RPC2

13:33:241 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

08T
[20-Aug- 2025 13:33: 17] “POST ~RPC2
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2025-08-20 13:

2025-08-20 13

192.168.56.1

[192.168.56.1 [28/Aug 2825
192.168.56.1 [28/Aug. 2825
[192.168.56.1 [28/Aug 2825
192 .168.56.1 [28/Aug 2025
192.168.56.1 [28Aug/2025
192.168.56.1 [28/Aug/2025
192.168.56 .1 [28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computss
= C Wmdows\system}Z\cmd‘exa

bh pid
e a5 50 13:32:49.887 [root] INFO: Added new process to list with pid: 2468
5_gB_20 13:32:49,903 [root] INFO: Cuckoomon Succossfully loaded in process wi

: Disabling sleep skipping-
:32:49,937 [root] INFO: ny sleep skippin
[28Aug 2025 /RPG2 HTTP/1.1
[28-Aug 2025 /RPC2 HITP/1.1
[28/Aug 2025 08T ~RPCZ HITBAA 1
[28-Aug 2025 /RPCZ HITP/1.1
[28-Aug 2025 ZRPG2 HTTP-1.1
[28-Aug 2025

[28Aug 2025

[28-Aug 2025

H92.168.56.1 [20/Aug 2025 13:33:061 “POST ~RPC2

13:33:011 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

08T
[20-Aug 2025 13:33: 21] “POST ~RPC2
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coMoDo

Computzs

[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825

B C\Windows\system32\emd.exe

[28/Aug. 2825

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

[28Aug/2025

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

[28-Aug 2025

3:38
13:33:311
32

13:33:111
13:33:121

13:33:171
13:33:181
13:33:191
13:33:28]1
13:33:211
13:33:221

13:33:351

13:33:331

13:33:411

=3

3:46
13:33:471

13:33:531
13:33:541

T ~RPC2

POST

“POST

08T
“POST

#RPC2

T /RPC2

#RPC2

#RPC2

#RPGC2

HITP/1.1" 288
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[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825

Computgs

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

ba25 0828 13:33: 56,661 [root] INFO.

13:33:481
13:33:411

13:33:451
13:33:461
13:33:471
13:33:481
13:33:481
13:33:491
13:33:581
13:33:511

T ~RPC2

POST

#RPC2

T /RPC2

Pl‘nness w
T

HITPA1.1

of termination

208

of process with pid|

ith pid 2468 has terminated
208

RPCZ

HITP-1.1"

3:
H92.168.56.1 — — [20/Aug,2625 13: 33 58] "POST /RPCZ HITBA1 1" 268 -

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

[28-Aug 2025

13:33:121

13:33: 36]

08T
“POST

#RPC2

#RPGC2
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[root] INFO: Added new process to list with pi
[root] INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping.
.937 [root1 INFO: Disabling sleep skippin

[20/Aug 2825 13:32:581 “POST /RPC2 HITP/1.1

[28/Aug 2025 ) /RPCZ HITP/1.1

[28-Aug 2025 /RPCZ HITP/1.1

[28-Aug 2025 ZRPG2 HTTP-1.1

[28-Aug 2025

[28Aug 2025

[28-Aug 2025

[28/Aug 2825 "POST ~RPC2

Computzs
B C\Windows\system32\emd.exe
[28/Aug 2825 13:33:171 "POST /RPCZ HTTP-1.1" 208
13:33:181

[28/Aug 2825 13:33:231
[28/Aug 2825 13:33:241
[20/Aug-2825 13:33:251
[20/Aug 2025 13:33:271
[20/Aug-2025 13:33:281
[28-Aug 2025 13:33:291
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

H92.168.56.1 [20/Aug 2025 13:33:411 “POST ~RPC2

13:33:08] ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

08T
[20-Aug 2025 13:33: 23] “POST ~RPC2
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T ~RPC2

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computzs
B C\Windows\system32\emd.exe
[28/Aug 2825 13:32:54]1 “POST /RPCZ HTTP-1.1" 208
13:32:551

[28/Aug 2825 13:33:8@01
[28/Aug 2825 13:33:811
[20-/Aug-2025 13:33:82]
[20/Aug 2025 13:33:031
[20/Aug-2025 13:33:041
[28-Aug 2025 13:33:851
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

H92.168.56.1 [20/Aug 2025 13:33:171 “POST ~RPC2

2625-88-28 13 33 56.362 [root] INFO Nutlfled of termination of process with pid|

68.

2025-08-20 13 33 56,661 [1~uut] INFO- P)ucess with pid 2460 has termmated
192.168.56. - [28/Aug~2025 “POST ~RPC2 HTTP-1.1" 208
192.168.56. 1 [ZB/RLIQ/ZEZS "POST ~RPC2 HTTP-1.1" 288
[192.168.56.1 [28/Aug 2825 "POST ~RPC2 HTTP-1.1" 288
56 1 [28-/Aug. 2825 591 "POST /RPC2 HITP~ 208
[28Aug/ 2025 811 “POST_~RPC2 HITP-1.1" 2608

2025-08— 20 13 34 91,954 [root] INFO: Process list is empty. terminating analysis|

H92.168.56.1 — - [28/Aug 2825 13:34:821 "POST /RPC2 HTTP/1.1" 288 —
2025-@8-28 13:34:83,832 [root] INFO: Created shutdoun mute
= égﬂ;:ug/ZﬂZS]i? 33 :@31 "POST ~RPC2 HTTP/1. 1" 288 —

Stopping auxiliary modules.
3:34:04.1 1 INFO: Finishing auxiliary modules.
-20 13:34:04,246 [root] INFO: Shutting doun pipe server and dumping dropp|

2325 EE 28 13:34: 84,246 [root] INFO: Analysis compls
[192.168.56.1 — - [20-Aug-2025 13:34:841 “POST /RPCZ HTTP/1 iv 2880 -
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[ C:\Windows\systerm32\cmd.exe

192.168.56.1 — - [28-/Aug 2025 1 “POST ~RPC2
192.168.56.1 — - [28-Aug 2025
192.168.56.1 — - [28/Aug/ 20825
[192.168.56.1 - [28/Aug- 20825
192.168.56.1 - [28/Aug- 2825 3 47 "POST ~RPC2
[192.168.56.1 - [28/Aug 2825 "POST ~RPC2
192 .168.56.1 [28/Aug 2025 33 48 "POST ~RPC2
192.168.56.1 [28Aug/2025 “POST ~RPC2
192.168.56.1 [28/Aug/2025 08T ~RPC2
[28-Aug. 2025 08T ~RPC2
[28/Aug. 2825 0ST ~RPC2
[28/Aug 2825
[28/Aug. 2825
[208Aug/ 2025 =5 1.1 268 -
256,362 [root] INFO: MNotified of termination of process with pid|

:56,.661 [root] INFO: Process ult]\ pid ZQBB ]\a“ tel‘mlnated
= 08T ' 288

68 .56 . [ a1 200
n25-A8-20 13: 34 81,954 [root1 INFO: Process list is empty, terminating analysis|

Computzs
B C\Windows\system32\emd.exe
[28/Aug 2825 13:32:581 “POST /RPCZ HTTP-1.1" 208
13:32:591

[28/Aug 2825 13:33:841
[28/Aug 2825 13:33:851
[20-/Aug-2825 13:33:86]1
[20/Aug-/2025 13:33:071
[20/Aug-2025 13:33:081
[28-Aug 2025 13:33:891
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

H92.168.56.1 [20/Aug 2025 13:33:211 “POST ~RPC2

2025-08-20 13:32:39,312 [lib.api.process] INFO: Injected into suspended 64-bit pp
rocess with pid 2468

— - [28/Aug 2025 13:32:39 ST /RPC2 HITP/1.1" 208 —

- — [28/Aug 2825 13:32: 391 POST LmbCa HITEoA 1w do8

32:49,887 [1ih.api.process] INFO: SuccessFully resumed process wi

[root] INFO: Added new process to_list with pid: 2468
[root1 INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping.
[root] INFO: Disabling sleep skippin

[20/Mug 2025 13: 01 “POST ~RPC2 HITP/1.1

[28-Aug 2025 “POST ~RPC2 HITBAA 1

[28/Aug 2025 /RPCZ HITP/1.1

[28-Aug 2025

[28Aug 2025

08T
[20-Aug 2025 13:33: BZ] “POST ~RPC2
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B C:\Windows\system32\cmd.exe

2025-08-20 13:32:39,280 [lib.api.process] DEBUG: Using QueucUserAPC injection.

5625-08-20 13:32:39312 [1lib.api.process] INFO: Injected inte suspended 64-hit p

rocess with pid

H92.168.56.1 — — [20-Aug /2025 13:32:391 “POST /RPC2 HITP/1.1" 208 —

H92.168.56.1 — — [26/Aug/2825 13:32:491 "POST /RPC2 HTTPA1.1

625-88-20 13:32:49,887 [1ib.api.process] INFO: Successfully resumed process wit

h pid 2468

2025-06-20 13:32:49,887 [root] INFO: Added new process to list with pid: 2468

5025-08-20 13:32:49.903 [root] INFO: Cuckoomon successfully loaded in process wi

th pid 2460

2625-88-20 13:32:49,936 [root] INFO: Disabling sleep skipping.

625-68-20 13:32:49,937 [root] INFO: Disabli leep skippin
=2 [28-Aug/2025

[28/Aug 2825 "POST ~RPC2

Computzs

13:33:311 T ~/RPC2 HITP-1.1" 288
13:33:321

[28/Aug 2825 13:33:371
[28/Aug 2825 13:33:381
[20-/Aug-2825 13:33:39]
[20/Aug-/2025 13:33:401
[20/Aug-2025 13:33:411
[20/Aug 2025 13:33:411
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

13:33:45

[20/Aug 2025 13:33:521 “POST ~RPC2

13:32:571 ~#RPC2

[28/Aug. 2825

[28/Aug. 2825 13:33:861
[28-/Aug. 2825 H
[28Aug/2025
[28/Aug/2025
[20/Aug/2025

[28/Aug. 2825 :33:11
[28/Aug 2825 13:33:121

13:33:1921 08T
[28-Aug 2025 13:33:20]1 “"POST ~RPC2
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T ~RPC2

[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computss
B C\Windows\system32\emd.exe

202500 20 13:32:39,2603 [rooc] DEBUGE Stareed awciliaky moduls Deowser
@ 13:32: [modules.auxiliary.digisig] INFO: Skipping authenticode
¢ was not found in hin/
[root] DEBUG: Started auxiliary module DigiSig
[root] DEBUG: Started auxiliary module Disguise
[root]1 DEBUG: Started auxllla» module Human
[root] DEBUG: Started auxiliary module Screenshots
[root]1 DEBUG: Started auxiliary module Usage
[11b. api.process ] INFO: Succecsfully sxecuted pracess £
G: \Uger"\uaEr\ﬂppData\Lucal\Temp\19BBBSeB?aSfflfﬂ1792f5d8ad348117d57331
with arguments " with pid 2460
5625-08-20 13:32:39,2808 [1ib.api.process] DEBUG: Using QueuelserAPC injection.
2625-88-20 13:32:39,312 [1ib.api.process] INFO: Injected into suspended 64-bit p
rocess with pid 2468
192.168.56.1 — — [20/Aug 2025 13:02:391 TPOST /RPC HITEL.1v 208 -
68 - [20/Augs2025 13:32:491 “POST /RPC2 HITR/
202505 36 iataz: 45,887 [1ih.api.process] INFO: Successfully resuned process
h pi
625-08-20 13:32:49,887 [root] INFO: Added new process to list with pid: 2468
DB25-88-28 13:12:49,983 [root] INFO: Cuckoomon successfully loaded in process wil

13:32:49,936 Lroot 1 INFO: Dlgahllng sleen skioping.
b025-68-20 13:32:49 937 HFO: Disahl leep skippin
H92.168.56.1 — - [za/nugxzazs L R T AP T T 1% 2 -

13:33:461 “POST ~RFC2

:33: “POST ~RPC2
[28/Aug. 2825 "POST ~RPC2
[28/Aug 2825 "POST ~RPC2
-1 [28/Aug./ 2825 ""POST ~RPC2 o8
2232338 136°13:33: 56,362 [root] INFO- Notified of termination of process with pid|
2025-08-20 13:33:56.661 [root] INFO: Process with pid 2460 has terminated
192.168.56.1 - [28/Aug- 2825 13:33:561 ' 208
[192.168.56.1 — - [28-/Aug 2825 13:33:571

68. @11 “POST ~RPC2 HTTP/1. i 268 -
2625-08-20 13 34 91,954 [root] INFO: Process list is empty,. terminating analysis|

92.168.56.1 — — [28/Aug 2825 13:34: EZ] 0ST /RPC2 HTITP-1.1" 288 —
2025-B8-28 13:34:03,832 [root] INFO: ed shutdoun mutex
[192.168.56.1 — — [ZB/ﬂug/ZBZS 13:34:= 33] “POST ~RPGZ HITP-1.1" 260 -
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[root] INFO: Added new process to list with pi 2468
[root] INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping.
,937 [root] INFO: Disabling sleep skippin

[20/Aug/2825 13:32:581 “POST /RPCZ HTTP/1.1

[28-ug 2825 13:32:51 /RPC2 HITP/1.1

[28/Aug 2025 ) /RPCZ HITP/1.1

[28-Aug 2025 /RPCZ HITP/1.1

[28-Aug 2025 ZRPG2 HTTP-1.1

[28-Aug 2025

[28Aug 2025

[28-Aug 2025

[28/Aug 2825 "POST ~RPC2

B C\Windows\system32\emd.exe

H92.168 .

561

[28/Aug 2825 13:32:5@1 0ST ~RPC2 HITP/1.1" 288
13:32:511

[28/Aug 2825 13:32:561
[28/Aug 2825 13:32:571
[20-/Aug 2025 13:32:581
[20Aug 2025 13:32:591
[20/Aug-2025 13:33:001
[28-Aug 2025 13:33:011
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

[20/Aug 2025 13:33:131 “POST ~RPC2

13:33:381 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825

6.1 [ 13:33:551
bn25-A8-20 13: 33 56,362 [root]1 INFO: Notified of termination of process with pid
68.
2825-A8-28 13:33:

[192.168.

561 ==

56,661 [root]1 INFO: Pr TOCess with pid 2468 has tel‘mlnated
[ZB/ﬂug/ZBZS 13:33:561 “POST ~RPC2 HITP-1.1" 288
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Computgs

[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825

B C\Windows\system32\emd.exe

H92.168.56.1

2325 EE ZE 13:32: 49,936 [root] INFO:
2825-08-28 13:32.49,937 [root1 INFO:
3 <

[28/Aug. 2825

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2825

[28Aug/2025

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[20/Aug/2025
[28/Aug. 2825
[28/Aug 2825

[28-Aug 2025

13:33:871
13:33:0881

13:33:131
13:33:141
13:33:151
13:33:161
13:33:171
13:33:181

13:33:311

13:33: ﬂ?]

T ~RPC2

POST

#RPC2

T /RPC2

“POST

#RPC2

HITPA1.1

abling sleep skip

08T
“POST

#RPGC2

208

g -
(Disabling cloep ekipping.
/RPG2 20
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T ~RPC2

[28/Aug 2825
[28/Aug. 2825
[28/Aug 2825
[28/Aug 2025
[28Aug/2025
[28/Aug/2025
[28-Aug. 2025
[28/Aug. 2825
[28/Aug 2825
[28/Aug. 2825

[28/Aug 2825 "POST ~RPC2

Computgs

13:33:411 0ST ~RPC2 HITP/1.1" 288
13:33:411

- [28/Aug- 2825 13:33:461

- [28/Aug- 2825 13:33:471

- [28/Aug 2825 13:33:481

- [28/fugr2025 13:33:48]

- [28/flugr2025 13:33:49]

- [28/Aug~2025 13:33:5081

- [28/Aug 2825 13:33:511

- [28/Aug- 2825 13:33:521

- [28/Aug- 2825 13:33:531

- [2B8/flug/2025 13 33 54] 2P
= [2B8/flug,2025

=33:56.362 [1~uut] INFO- Nutlfled of termination of process with pid

'33 56,661 [root] INFO: Plnness with pid 2468 has terminated
P()ST RPCZ HTTP/1.1 288

3z
- - [28/Aug/2025 13: 33 58] "POST /RPCZ HTTP/I v 268 -
H92.168.56.1 — - [26-Aug 20825 13:33:591 “POST ~RPCZ HITP-1.1" 208 -

1 UPOST #RPC2 HTTE/1.1" 208 -
[1ab api rocess1 INFD: Successtully wesuned processsl

[root] INFO: Added new process to list with pi 2468
[root] INFO: Cuckoomon successfully loaded in process w

[root] INFO: Disabling sleep skipping.

278630 13:32:49.63% [root] INFO: Dicabling sleep shipping.
[192.168.56.1 — - [2#@/Augy/2025 13:32:501 "POST /RPC2 HTTP/1.1" 28
92168 .56 1 [28/Aug 2025 13:32:511 “POST HITPA 1
92 168561 [28-Aug 2825 13:32:52]1 “POST HITE#
H92 168561 [28/Aug 2025 “POST HITE/
H92 168561 [28-Aug 2025 “POST HITBA 1
H92 168 56 1 [28-Aug 2025 HITRA 1
[28-Aug 2025
[28Aug 2025

08T
[20-Aug 2025 13:33: 35] “POST ~RPC2
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Computss
ﬂ C\Windows\system32\cmd.exe

0550520 13133135, 203 [nudule;.auxlllary ﬂlylalg] TNFO: Skipping authent icode
balidation, signtool.exe was not found in
2625 a6 98" 13195139, 503 [haet ] DEBUG: Stavted awxiliary module DigiSi
b625-B8-20 13:32:39,217 [root] DEBUG: Started auxiliary module Disguise
13:32:39.217 Started auxiliary module Human
Started auxiliary module Screenshots
Started auxiliary module Usage
[1ib.api.process] INFO: Successfully executed process fr
Usersiuser~AppDatasLocal\Tempn198808eB7a5FF1F81792F5d8ad348117d57331)
with arguments ith pid 2468
025-08-20 13:32:39,288 [1ib.api.process] DEBUG: Using QueueUserAPC injection.
D025-08-20 13:32:39, i process] INFO: Injected inte suspended 64-hit p
rocess with pid 2468
192.168.56.1 — - [20/7lug,2025 13:32:391 'POST /RPCZ HITR/1.1) 200 -
- — [28-Aug 2025 13:32:491 “POST ,RPC2 HTTP-1.1" 288
2325 BB-20 13:32:49,887 [1ih.api.process] INFO: SuccessFully resumed process wit

[root] INFO: Added new process to list with pid: 2468
[root] INFO: Cuckoomon successfully loaded in process wi

[root] INFO: Disabling sleep skipping-
D025-88-28 13:32:49,937 [root] INFO: Disabling sleep skipping.

Computss
B C\Windows\system32\emd.exe

rocess with pid 2468
168 [28/Aug 2825 13:32:391 “POST ~RPC2 HITP/1.1" 288 —
- [28/Aug 2025 13:32:491 “POST ~RPC2 HITP-1.1" 200
2025-08-20 13 32:49.887 [lib.api.process] INFO: Successfully 1~e..umed process
th pid 2460
2A25-B8-20 13:32:49,887 [root] INFO: Added new process to list with pis 2468
[root1 INFO: Cuckoomon successfully loaded in process wi

[raot] INFO: abling sleep skipping.
[root] INFO: Disabling slecp skipping.

[20/Mug 2025 13:32:501 “POST /RPC2 HITP/1.1" 20

[28/Aug 2025 13:32:511 ZRPG2 HTTP-1 1

[28-Aug 2025

[28Aug 2025

[28-Aug 2025

H92.168.56.1 [20/Aug 2025 13:33:031 “POST ~RPC2

13:33:141 ~#RPC2

[28/Aug. 2825
[28/Aug 2825
[28-/Aug. 2825
[28Aug/2025
[28/Aug/2025
[20/Aug/2025
[28/Aug. 2825
[28/Aug 2825

08T
[28-Aug- 2025 13:33: 38] “POST ~RPC2
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B C:\Windows\system32\cmd.exe

lom path “'C: \U.,el"'\u_‘El"\ﬂppData\Lucal\Temp\l9Bﬂlﬂaaﬂ?anflf81792f5d8ad348117d57331 -
lee .exe” with arguments with pid 2460

2025-08-20 13:32:39.280 [lib.api.process] DEBUG: Using QueuelserAPC injection.
2A25-B8-2@ 13:32:39,312 [libh.api.process] INFO: Injected into suspended 64-hit p|
rocess with pid 2468

192.168.56.1 — - [28-/Aug 2825 13:32:391 “"POST /RPC2 HITP-1.1" 2088 -

1192.168.56.1 — - [28/Aug/2825 13:32:491 “"POST ~RPC2 HITP-1.1" 288 -

:32:49.887 [lib.api.process] INFO: Successfully resumed process u

[root] INFO: fidded new process to list with pi 2468
[root1 INFO: Cuckoomon successfully loaded in process wi

[root] INFO:

[root]
[ZB/ﬂug/ZBZS
[28Aug/2025

[28/Aug 2825 "POST ~RPC2




